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ABSTRACT

The system depicted in the block diagram is
designed to integrate multiple components for a
compact, intelligent monitoring and identification
setup using a Raspberry Pi 3B+. The core of the system
is the Raspberry Pi, which acts as the central
processing unit, managing communication between
various peripheral devices. A 230V AC to 5V DC
adapter is used to power the Raspberry Pi, ensuring a
stable power supply for uninterrupted operation. The
system includes an RFID reader to identify tags and a
USB camera for visual input, allowing it to verify or
capture real-time data based on the object or individual
detected. A 32GB SD card is connected to the
Raspberry Pi to serve as the primary storage medium
for the operating system, data logging, and software
necessary for system operation. Additionally, LEDs
are used for indication purposes, providing visual
feedback based on the system’s responses, such as
This

configuration is suitable for various applications

successful authentication or error alerts.

including automated attendance systems, access
control, and surveillance, where both identification and
visual confirmation are necessary. The Raspberry Pi’s
capability to handle multiple interfaces and devices
simultaneously makes it an ideal choice for such
embedded applications. The system is cost-effective,

scalable, and can be easily customized to suit different
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use cases by modifying the software or expanding
hardware peripherals. The modular design allows for
future enhancements, such as integrating Wi-Fi or
cloud connectivity, to increase functionality and
enable remote access or monitoring, making it a

versatile platform for smart system development.
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l. Introduction:

This project presents a compact and efficient
system built around the Raspberry Pi 3B+ for
applications involving identification, monitoring, and
automation. The Raspberry Pi serves as the central
processing unit, [1] enabling seamless interaction
between hardware components such as an RFID
reader, USB camera, LEDs, and a 32GB SD card. The
system is powered using a 230V AC to 5V DC adaptor,
ensuring a consistent and safe power supply suitable
for continuous operation. The RFID reader is used for
identification purposes, typically to detect authorized
tags or users, while [2] the USB camera provides visual
input, enabling functions such as image capture,
verification, or surveillance. The SD card not only
stores the operating system but also retains program
data and logs, ensuring the system functions
autonomously [3] without requiring constant external

intervention. The integration of LEDs allows real-time
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feedback through visual indicators, which can be used
to signal various system statuses like access granted,
denied, or system error. This type of system finds
practical applications in areas such as secure[4] access
control, automated attendance, inventory tracking, and
intelligent monitoring environments. By combining
low-cost hardware with the flexible and programmable
nature of the Raspberry Pi, the design offers both
affordability and adaptability.
through [5]

programming languages and can be expanded to

It supports easy

customization Python or similar
include features such as cloud connectivity, remote
control, or Al-based processing. Overall, this project
represents an effective blend of hardware and software
that can be tailored for a wide range of real-world

smart automation and security applications.

Objectives

To design a low-cost and compact security system
using Raspberry Pi 3B+. [6] To implement RFID-
based access control for authorized entry. To integrate
a USB camera for real-time monitoring and
image/video capturing. To provide visual feedback
using LEDs for status indication. To use a 32GB SD

card for storing data and operating system files.

Problem Statement:

In many institutions and organizations,

managing identification, access control, and
surveillance remains a manual and time-consuming
process, often prone to errors and security breaches.
Traditional systems based [7] on manual record-
lack

keeping or standalone devices integration,

automation, and real-time data processing. This leads
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to inefficiencies in monitoring entry and exit,
difficulties in maintaining accurate logs, and an
increased risk of unauthorized access. Moreover,
RFID-based identification are limited in functionality
when used independently. There is a growing need for
a cost-effective, compact, and intelligent solution that
can seamlessly integrate [8] multiple components to
enhance security and automate routine monitoring
tasks.The proposed system addresses this problem by
using a Raspberry Pi 3B+ as a central unit to interface
with an RFID reader, USB camera, LEDs, and a
storage module. This integration enables the system to
perform user identification, visual verification, data
logging, and feedback indication in a single platform.
By automating the identification and monitoring
process, the system reduces the dependency on human
intervention and increases reliability and accuracy. It
provides a scalable, programmable, and efficient
solution suitable for various applications such as smart
attendance systems, secure access control, and
intelligent surveillance, especially in educational

institutions, offices, and residential complexes.

Il. Literature Review:

Several studies and projects have explored the
integration of RFID technology and embedded systems
for automation and security purposes. RFID-based
attendance and access systems have been widely
implemented due to their ability to provide quick and
contactless identification. Research has shown that
RFID systems, when integrated with microcontrollers
or processors like Arduino and Raspberry Pi,
significantly enhance efficiency and reduce manual

errors. A study by Sharma et al. (2018) demonstrated
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an RFID-based smart attendance system using
Arduino, but it lacked visual verification and real-time
data processing capabilities. To overcome such

limitations, researchers have proposed using
Raspberry Pi due to its support for high-level
USB
interfacing. For instance, [9] a project by Kumar and
Singh (2019) integrated Raspberry Pi with RFID and

camera modules for a student attendance system,

programming, connectivity, and camera

which allowed for image capture along with tag
verification. Similarly, the use of LEDs for visual
feedback has been recommended in embedded
applications to indicate system status and improve user
interaction. These studies suggest that combining
RFID, camera modules, and feedback mechanisms in
a single platform like Raspberry Pi can result in a more
secure, scalable, and interactive system. This literature
supports the development of the current project by
validating the feasibility and effectiveness of such an

integrated approach.

I11. System Architecture and Components

Block Diagram:

230V AC to 5V DC Adaptor

RFID Reader | LED’s

W

Raspberry
Pi 3B+

USB Camera

€| 32GB SD Card

Fig 1. System Block Diagram
Hardware Components:

1. Raspberry Pi 3B+:
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The Raspberry Pi 3B+ is a powerful, low-cost,
single-board computer widely used in embedded
systems, automation, and 10T projects. It features a 64-
bit quad-core ARM Cortex-A53 processor running at
1.4 GHz, 1 GB of LPDDR2 RAM, and built-in
connectivity options such as 2.4GHz and 5GHz dual-
band Wi-Fi, Bluetooth 4.2, and Gigabit Ethernet over
USB 2.0. These features make it suitable for high-
performance tasks while maintaining low power
consumption. The board includes four USB 2.0 ports,
a full-size HDMI output, a camera interface (CSl), and
a display interface (DSI), [10] enabling it to connect to
various peripherals including USB cameras, displays,
and sensors. It also has a 40-pin GPIO header that
supports digital input/output, which is essential for
interfacing components like LEDs, RFID readers, and
other electronic modules. In this project, the Raspberry
Pi 3B+ acts as the central processing unit that controls
all hardware components, including the RFID reader,
USB camera, and LEDs. Its ability to run a full Linux-
based operating system, such as Raspbian (now
Raspberry Pi OS), allows developers to write and
execute high-level code using languages like Python.
This flexibility, combined with its connectivity and
performance, makes the Raspberry Pi 3B+ an ideal
platform for smart systems and real-time automation

applications.
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Fig 2. Raspberry Pi

2. SD Card:

A 32GB SD card serves as the primary storage
medium for the Raspberry Pi 3B+. It plays a vital
role by housing the operating system (typically
Raspberry Pi OS), along with all the necessary
software, libraries, [11 Jand project-specific files.
The SD card enables the Raspberry Pi to boot and
operate as a fully functional computer, allowing it
to run Python scripts and manage peripheral
devices like the RFID reader, USB camera, and
LEDs. Additionally, the SD card is used to store
data RFID

This ensures that all

logs, captured images, and

authentication records.
important system interactions and events are saved
for future review or analysis. The large storage
capacity allows the system to operate for extended
periods without requiring frequent data transfers or
deletions. Overall, the SD card is a critical
component that not only enables the system’s
functionality but also supports reliable data

management and system autonomy.

3. USB Camera:
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A USB camera is a digital imaging device that
connects to a computer or microcontroller, such as a
Raspberry Pi, through a USB port. It captures real-time
images and video, making it ideal for surveillance, face
detection, and monitoring applications. USB cameras
are plug-and-play, requiring minimal setup, and are
compatible with software like OpenCV for advanced
image processing. They come in various resolutions
and frame rates to suit different needs. In embedded
systems, USB cameras provide a compact and efficient
solution for visual data capture, enabling automated
tasks such as motion detection, user identification, and

security event recording.

Fig 3: USB Camera

4. LED’s:

LEDs (Light Emitting Diodes) are semiconductor
devices that emit light when an electric current
passes through them. They are widely used in
electronic circuits as indicators due to their low
power consumption, long life, and fast switching
capabilities. In security systems, LEDs serve as
status indicators such as green for authorized
access and red for denied entry. LEDs are easy to

interface with microcontrollers or Raspberry Pi
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using GPIO pins. They provide a simple and
effective way to communicate system status
visually. LEDs play a crucial role in providing real-
time visual feedback about the system's operation
and status. Three different LEDs typically red,
green, and yellow are used to represent various
conditions within the system. The green LED
indicates successful authentication when a valid
RFID tag is scanned, confirming that access is
granted. The red LED signals an unauthorized or
invalid tag, alerting the user and system to deny
access. The yellow LED is used to show the
system’s readiness or processing state, such as
when it is initializing or actively reading data.
These [12] LEDs are connected to the Raspberry
P1’s GPIO (General Purpose Input/Output) pins
and are controlled using Python scripts. This setup
ensures users receive immediate, intuitive
feedback without needing to check a screen or log.
Overall, the use of LEDs enhances the user
interface by making the system more interactive,

user-friendly, and easier to monitor in real-time.

A

I
|

Fig 4. LED’s

Software and Programming

VOLUME 15, ISSUE 8, 2025

ISSN NO : 0258-7982

The software and programming aspect of this
system revolves around the Raspberry Pi 3B+, which
serves as the central processing unit. The Raspberry Pi
typically
Raspbian (now called Raspberry Pi OS), which

runs a Linux-based operating system,

supports a wide range of programming languages and

libraries essential for hardware interfacing and
automation. Python is the primary programming
language used due to its simplicity, large community
support, and compatibility with the GPIO (General
Purpose Input/Output) pins of the Raspberry Pi.Python
scripts are used to control and communicate with the
RFID reader, USB camera, and LEDs. The RFID
reader is interfaced using serial communication
protocols, allowing the program to detect and verify
tag information. The USB camera is accessed using
OpenCV, a powerful open-source library for computer
vision, which enables the system to capture and
process images in real-time. LED control is achieved
by configuring specific GPIO pins as output and
toggling them based on RFID validation or other
system events.Data from the RFID reader and camera
can be stored in files or a lightweight database like
SQLite, which resides on the 32GB SD card. This
setup ensures reliable storage and retrieval of records.
The entire software system is designed to run
automatically at startup, ensuring unattended operation

and high availability.
IV. Working Principle

The working principle of the system is based
on the integration of multiple hardware components
controlled by the Raspberry Pi 3B+ to enable

automated identification, monitoring, and feedback.
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Fig.5. Raspberry pi portable face recognition
attendance system
When powered by a 230V AC to 5V DC adaptor, the
Raspberry Pi initializes all connected peripherals
including the RFID reader, USB camera, LEDs, and
SD card. The system continuously scans for RFID tags
using the reader module. When a tag is detected, the
Raspberry Pi 14]

number (UID) and compares it with a pre-stored list of

reads the unique identification

authorized IDs in the system’s database.If the tag is
recognized as valid, the Raspberry Pi triggers a green
LED to

Simultaneously, the USB camera captures an image of

indicate  successful  authentication.
the person or object associated with the tag, which is
then stored in the SD card along with the UID and
timestamp. If the tag is invalid or unrecognized, a red
LED lights up, and the camera may still capture the
image for security logging. A yellow LED can be used
to indicate system readiness or processing state.The
system maintains a log of all activities, including
successful and failed authentication attempts, image
captures, and corresponding timestamps. This data can

be reviewed later for auditing or monitoring purposes.
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The use of Python scripts allows the program to[13]
run in a loop, constantly listening for new inputs and
responding accordingly. This principle ensures that the
system operates autonomously, efficiently identifying
users, recording events, and providing real-time visual

feedback, all in a compact and low-cost platform.

V. RESULTS

The implemented system  successfully
performed real-time identification, image capture, and
status indication using the integrated RFID reader,
USB camera, and LEDs controlled by the Raspberry Pi
3B+. Upon detecting an authorized RFID tag, the
system triggered the green LED and stored the
captured image with a timestamp in the SD card.
Unauthorized tags activated [15] the red LED, and
corresponding images were logged for review. The
yellow LED indicated system readiness. The entire
setup operated reliably and autonomously,
demonstrating accurate tag recognition and effective
image storage, validating the system's suitability for
control and automated

applications in access

monitoring environments.

VI. FUTURE ENHANCEMENTS

The future scope of this system offers a wide range of
enhancements
One

integration of cloud-based storage and processing,

and applications across multiple

domains. significant improvement is the
allowing real-time data access and remote monitoring.
This would enable authorized personnel to track
attendance, access logs, or monitor security footage
from any location using internet-connected devices.

Additionally, incorporating wireless communication
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modules such as Wi-Fi or GSM can help expand the
system's reach and mobility, making it suitable for

deployment in remote or mobile environments.

Artificial Intelligence (Al) and Machine Learning
(ML) algorithms can be integrated to enhance image
analysis, such as facial recognition for more secure
identification or behavior analysis in surveillance
applications. Biometric authentication, like fingerprint
or iris scanning, can also be added to provide multi-
factor authentication for high-security environments.
Furthermore, the system can be connected to an alert
mechanism, such as sending SMS or email
notifications upon detecting unauthorized access
attempts or suspicious activity. In large institutions,
scalability can be achieved by networking multiple
units together to create a comprehensive security and
monitoring system. These advancements would not
only increase the functionality and reliability of the
system but also make it a powerful tool for smart
automated control, and

infrastructure, access

intelligent surveillance systems.

VII. CONCLUSION:

The developed system demonstrates a reliable
and efficient solution for automated identification and
monitoring using the Raspberry Pi 3B+ as the core
controller. By integrating an RFID reader for identity
verification, a USB camera for image capture, and
LEDs for visual feedback, the system effectively
combines multiple functionalities into a compact and
Python

programming and a Linux-based operating system

cost-effective  platform. The wuse of

enables seamless communication between hardware

components and ensures smooth system operation with
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minimal human intervention. This project successfully
achieves its objective of creating a smart, automated
environment suitable for applications such as secure
access  control, automated attendance, and
surveillance. The system is capable of identifying
authorized individuals through RFID tags, capturing
corresponding images for record-keeping, and
providing instant feedback through LEDs. The data
storage on a 32GB SD card allows for efficient logging
and retrieval of information, enhancing transparency
and traceability. Moreover, the modular design of the
system offers flexibility for future upgrades, including
cloud integration, remote monitoring, or Al-based
image recognition. Overall, the project highlights the
practical potential of embedded systems in real-world
applications, offering a scalable and customizable
solution that can improve security, accuracy, and

efficiency in various organizational settings.

VIll. REFERENCES:

[1] Viola, P., & Jones, M. (2001). Rapid object
detection using a boosted cascade of simple features.
In Computer Vision and Pattern Recognition, 2001.
CVPR 2001. Proceedings of the 2001 IEEE Computer
Society Conference on (Vol. 1, pp. 1-511). IEEE.

[2] Rohit, C., Baburao, P., Vinayak, F., &Sankalp, S.
(2015). attendance management system using face
Journal for Innovative

recognition. International

Research in Science and Technology, 1(11), 55-58.

[3] NirmalyaKar, MrinalKantiDebbarma, AshimSaha,
and DwijenRudra Pal, “Implementation of Automated
Attendance

System using Face Recognition”,

PAGE NO: 73



Journal Of Electronics Information Technology Science And Management

International Journal of Computer and Communication
Engineering, Vol. 1, No. 2, July 2012.

[4]Benfano Soewito, Ford Lumban Gaol,” Attendance
System on Android Smartphone”, 2015 International
Renewable

Conference on Control, Electronics,

Energy and Communications (ICCEREC).

[5] AparnaBehara, M.V.Raghunadh, “Real Time Face

Recognition System for time and attendance
applications”, International Journal of Electrical,
Electronic and Data Communication, ISSN 2320-

2084, Volume-1, Issue-4.

[6] KAWAGUCHI, Y., SHOJI, T., Weijane, L. I. N.,
KAKUSHO, K., & MINOH, M. (2005).
recognition-based lecture attendance system. In the 3rd
AEARU Workshop on Network Education (pp. 70-
75).

Face

[7] S. Lukas, A. R. Mitra, R. I. Desanti and D.
Krisnadi, “Student Attendance System in Classroom
Using Face Recognition Technique,” in ICTC 2016,

Karawaci, 2016.

[8] P. Wagh, S. Patil, J. Chaudhari and R. Thakare,
“Attendance System based on Face Recognition using
and PCA Algorithms,” in 2015
International Conference on Green Computing and
Internet of Things (ICGCloT), 2015.

Eigen face

[91 N. M. Ara, N. S. Simul and M. S. Islam,
“Convolutional Neural Network Approach for Vision

Based Student Recognition System,” in 2017 20th

VOLUME 15, ISSUE 8, 2025

ISSN NO : 0258-7982

International Conference of Computer and Information
Technology (ICCIT), 22-24 December, 2017, Sylhet,
2017.

[10] N. Khan and Balcoh, “Algorithm for efficient
attendance management: Face recognition based
approach,” in JCSI International Journal of Computer

Science Issues 9.4, 2012.

[11] KAWAGUCHI and Yohei, “Face Recognition-
based Lecture Attendance System.,” in The 3rd
AEARU Workshop on Network Education. 2005.,
2005.

[12] M. Arsenovic, S. Skadojevic and A. Anderla,
“FaceTime- Deep Learning Based Face Recognition
Attendamce system.,” in IEEE 15th International
Symposium on Intelligent Systems and Informatics,
Serbia, 2017.

[13] K. Goyal, K. Agarwal and R. Kumar, “Face

Detection and tracking using OpenCV,” in

International Conference on Electronics,
Communication and Aerospace Technology, ICECA

2017, 2017.

[14] Viola, M. J. Jones and Paul, “Robust real-time
face detection.,” in International journal of computer
vision 57. 2 (2004 ), 2004.

[15] A. Jha, “" Class Room Attendance System Using
Facial Recognition System.”," in International journal
of  Mathematical  science

management 2 ( 3). 2007, 2007

technology  and

PAGE NO: 74



	Objectives
	Fig.5. Raspberry pi portable face recognition attendance system
	VII. CONCLUSION:




